@® GATEKEEPER
Deploying GateKeeper Through Group Policy

Technical Walkthrough 0.1

Purpose
This document provides a walk-through for administrators who wish to distribute the
GateKeeper client software via Microsoft Group Policy.

Reference

Microsoft Group Policy Software Installation:
https://technet.microsoft.com/en-us/library/cc771306.aspx

Procedure

Access domain controller
First, you will need to get access to your domain controller. The domain controller is
responsible for deploying group policies.

Run the group policy management console gpmc.msc
Once connected to your domain controller, open the group policy management console. This
can be done by following the steps below.

1. Open the “Run” prompt by holding the Windows key and clicking “R”
2. Type gpmc.msc and click Enter

Run

===  Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: [ gpmec.msd| v

%' This task will be created with administrative privileges.

|| cance || Browse.. |

= T B

If the group policy management console is not available to you, you must install the “Active
Directory Domain Services” role in the “Add roles and features” wizard. This includes “Group
Policy Management” as a default feature.
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Create and edit a custom Group Policy Object (GPO)
If you do not wish to create a custom group policy object, you may skip to step 5 and edit the
“Default Domain Policy” instead.

F Group Policy Management |[=[o %]
4 File Action View Window Help

% 27 | B

2 Group Policy Management || Group Policy Objects in ul-demo.local

4 4\ Forest ul-demo.local Contents | Delegation
4 5 Domains - .
4 55 ul-demo.local Name - GPO Status WMI Fiter Modffied Cwner
=7 Default Domain||| | -5 Defaut Domain Controller... Enabled None 8/5/201511:27.... Domair

p =] Domain Contro 5 cn Edt a9 8/5/201511:45:... ai
b L5t Group Policy Ot
b [ WMI Filters GPO Status 3
b ) Starter GPOs Back Up...

@ Sites Restore from Backup...

#s G Policy Modeli
i aroup o !cy ocens Import Settings...
« Group Policy Results

Save Report...
Copy

Delete
Rename

Refresh

Editing the default domain policy.

1. In the group policy management editor, select the domain you wish to manage and
right-click the “Group policy objects” item

Select “New” to create a new GPO and leave Source Starter GPO at “(none)”

You may name this GPO “Gatekeeper Client Deployment” and click “OK”
Right-click the new GPO that you just created and select “Edit”

In the left-hand pane, navigate to “Computer Configuration\Policies\Software
Settings\Software Installation”

g N W N
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File Action View Help
o 2im E e Hrm=

install_gatekeeper_client [COOLCAD-SERVER|| Name

4 P& Computer Configuration
4 Policies
4 Software Settings
[F} Software installation
[ Windows Settings
[ Administrative Templates: Policy
b | Preferences
4 g8, User Configuration
b | Policies
b Preferences

@ GATEKEEPER

Group Policy Management Editor

Versi.. Deploymentst.. Source

There are no items to show in this view.

L= | O =

Selecting the software installation policy.

6. Right-click “Software Installation” and select New -> Package

7. Navigate to the Gatekeeper Client MSI package to install and ensure it is on a file
share the client computers have access to

8. For the deployment method, select “Assigned”

9. Once the group policy has been updated on client computers, the GateKeeper Client

software will be installed the next time those computers are restarted
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Adding client software configuration

By default, the Client software will not be able to locate the server instance. It requires a
configuration key to be set in the registry which provides the IP address of the server

software.

@ GATEKEEPER

1. Start by editing the “Gatekeeper Client Deployment” GPO we just created
2. Navigate to Computer Configuration -> Preferences -> Registry

File Action View Help
e 200wz BHm RO+

4 & Computer Configuration
4 || Policies

b | Software Settings

b Windows Settings

4 || Preferences
4 ] Windows Settings
Environment
7 Files
(¥ Folders
8] Ini Files
o Registry
g Network Shares
[#] Shortcuts
(a8 Control Panel Settings
4 g& User Configuration
b | Policies
b | Preferences

=/ install_gatekeeper_client [COOLCAD-SERVER

b Administrative Templates: Policy

Description
No policies selected

Ordér  Action  Hive

There are no items to show in this view,

\ Preferences 4 Extended } Standard ?

<] m >

Registry }
Adding Gatekeeper Client configuration registry key.

3. Right-click “Registry” and select New -> Registry Item

o

Set Action to “Replace” and Hive to HKEY_LOCAL_MACHINE

5. Set Key Path to “SOFTWARE\Wow6432Node\Untethered Labs\GateKeeper

Client\Config”

6. Fill in the remaining fields as shown below
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New Registry Properties LX]

General ¥Common l

Vo

Action: lRepIace v I
Hive: lHKEY_LOCAL_MACHINE v |
Key Path: | SOFTWARE\Wow6432NodelUntethered Labst | [ ... |
Yalue name

[ ] pefault | Serveraddress ‘
Yalue type: IREG_SZ v |
value data: | hittp:f <SERVER _ADDRESS:3000] |

\ QK ] | Cancel | | Apply | | Help

Registry key configuration.
7. Value data should be filled with the IP address of your GateKeeper Server installation

The GPO has been created and should be enabled, but it is not applied to any computers yet.
You must apply the GPO to the computers you wish to distribute the GateKeeper client to.
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Applying your custom Group Policy Object (GPO)

@ GATEKEEPER

1. Right-click organizational unit that has the computers you wish to apply this GPO to

2. Select “Link an Existing GPO”

# File Action View Window Help X
e zn@ ol -6
& Group Policy Management || Group Policy Objects in ul-demo.local
4 £\ Forest: ul-demo.local [ Corterts | Delegation |
4 (55 Domains
4 [ii ul local | Name = GPQ Status WMI Fiter Modified Owner1
’-ﬁ I Create a GPO in this domain, and Link it here... None 8/5/201511:27-... Domair
b Bl II Link an Existing GPO... None 8/5/201511:45.... Domair
= ¢ : None 8/5/201511:51:... Domair
b Block Inheritance
> Ly ! )
b S Group Policy Modeling Wizard...
:a Sites New Organizational Unit
?Hf Group Search...
L Group F i
Change Domain Controller...
Remove
Active Directory Users and Computers...
New Window from Here
Refresh
Properties
Help
] <| >
<| m >
Select an existing GPO and link it to this container

Linking created group policy object.

3. Select your “Gatekeeper Client Deployment” policy and click “OK”
4. Right-click the link you just created in the right-hand pane and select “Enforced”
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& File Action View Window Help - [=] =
e nmcBE
& Group Policy Management
4 _ﬁfnnﬂ:ccilocal Linked Group Policy Objects | Group Policy Inhesit ID —
4 3 Domains
4 33 cclocal Link Drder GFO
s Default Domain Policy 2 1
=/ WSE Group Policy Folder Redirection 2
=, WSE Group Policy Security Templates
p 21 CoolCAD Electronics v
p 21 Domain Controllers
4 51 Untethered Labs v ¥ | Link Enabled
4 E] Computers [ Save Report..
b [E] Servers
4 3 Workstations
8 Gatekeeper CTRL ALT DELETE Rename
s install_gatekeeper_client Refresh
38 Windows update allow users to inst
b 21 Users
4 [ Group Policy Objects
=/ Default Domain Controllers Policy
Default Domain Policy
Gatekeeper CTRL ALT DELETE
install_gatekeeper_client
‘Windows update allow users to install
=] 'WSE Group Policy Folder Redirection
=] WSE Group Policy Security Templates
b 5 WMIFilters
b (3 Starter GPOs
b @ Sites
s Group Policy Modeling
2 Group Policy Results

Workstations

Enforced  Link Enabled GPO Status Wil Fiter
giﬁw CTRLA . Yes Yes

;’iwm update all . Yes Yes

r ir:l':l_;z-'er SEper_

Enabled Hone 8/5/2015...
Enabled Mone 8147201

) i i

U

q - < m

Enforcing a linked group policy.

These settings will take effect when the policy is deployed, and client computers are
restarted.
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