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GATEKEEPER for LAW ENFORCEMENT

Law enforcement’s intelligent key for instant access and auto-locking.

GateKeeper Enterprise makes it easy to manage user access across your network.

More coffee, less typing. Using state-of-the-art software and
hardware, GateKeeper gives police the freedom to focus on

their jobs while we let them access their computer and web

applications without typing passwords.

+/ Hands-free 2-factor authentication for every user.

v Exceed CJIS compliance standards.

v/ Realtime user location and login activity monitoring.

v Increased efficiency for better outcomes and productivity.

CJIS compliance simplified for police and
correctional facilities.

Tired of having the MDC lock while driving after timeout? End
computer access frustrations with GateKeeper's proximity-based
authentication.

Never forgets to lock. No need to lock your computers every time when we got this
one. GateKeeper does it for you so you're compliant. It will also log you in quicker
upon return. Be secure without worrying.

v Dramatically reduce the chance of insider data breaches.
v Cutting-edge technology to keep you compliant while you work.

v Tight IT budgets are not an issue. GateKeeper can perform several access
control and authentication jobs with ease.

v/ Let GateKeeper follow the rules for you.

PROXIMITY ACCESS TO MDC

>
Lo Keep your MDCs locked or unlocked with proximity, preventing

S annoying time-outs while driving.

GateKeeper goes beyond standard 2FA with multi-modal login/logout

[—&—] DEFENSE-IN-DEPTH SECURITY

CT—=—J methods paired with wireless technology. “GateKeeper saves computer security from breach
as soon as a user leaves the immediate area as
WORKS AUTOMATICALLY well as saves any lost work time logging on and
@ GateKeeper's hands-free design works in the background, making off computers. Personal security is also greatly
secure computer logins an afterthought. enhanced by the automatic lock and unlock
capability based on proximity.”
E H REAL-TIME LOCATION & REPORTING Correctional\\EWS
|-| Know exactly who accessed each computer in real time. Audit records design+construction+operations
I_l of computer access is automated by GateKeeper.
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GateKeeper Enterprise: The key to secure access in law enforcement.

GateKeeper is the most seamless authentication solution that combines security and efficiency into one system to help
Public safety departments meet compliance policies/mandates and provide valuable intelligence.

Problem Feature Solution Benefit Stakeholders
Lack of security at the Enhanced, Seamless Prevents officers from leaving Helps to protect the department IT, Security Team
MDC workstation Security sensitive data open when they from breaches and data exposure

leave the MDC workstation that could result in fines, penalties

or loss of reputation

Department would Touchless GateKeeper unlocks machines The department has more time Employees
like to increase Authentication when a user approaches, saving to devote to productivity, which
efficiency time with: increases output.

« overall authentication process

- forgotten passwords

+ mistyped credentials
The department does Individual The department no longer needs The department doesn’t have to Compliance
not meet compliance Authentication to use shared passwords and can  worry about being penalized in Officer, IT
standards/policies meet compliance needs such as an audit.

CJIS Advanced Authentication.
The department wants Business Intelligence  GateKeeper tracks the motion The department can make Operations,
more information Reporting behavior of officers during the profitenhancing decisions using Administration
about how officers workday, the amount of time the time and motion data gained
spend their work days spent on the MDC workstation, from using GateKeeper

and their pattern of movement

throughout the office

FEATURES & BENEFITS

+ Automatic lock (100% security).

+ Fast login with optional 2-factor authentication.

« Regulatory compliance (e.g. HIPAA, HITECH, CJIS).

+ Centralized credentials management.

+ Richly detailed audit logs for workplace optimization and security audits.

+ Web-browser based user interface.

CENTRALIZED MANAGEMENT

+ Many-to-many matching of GateKeepers to computers.
+ Group computers/users according to access control needs.

+ Revoke/delete GateKeeper credentials from the server admin console.

AUDIT LOGS FULL OF RICH DATA

+ Powerful analytics to measure efficiency and time secured.
+ Detailed access logs from each GateKeeper-enabled computer.
+ Identify users even on shared computers.

« Filter data based on GateKeeper credentials, computers, and activity.

@ GATEKEEPER

gkaccess.com

SPECIFICATIONS

+ Client software supports Windows devices with Win 7, 8, 8.1, 10, and Mac
0OSX version 10.13 or above.

« Enterprise Hub requirements: Windows Server 2012 & SQL Database
+ Adjustable range from inches to 30 feet.
« State-of-the-art AES256 encryption to secure credentials.

« Fastest login and logout technology for police.
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