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164.306 (b) Flexibility of
Approach

associate to reasonably and appropriately implement the 

this subpart.

or business associate must take into account the following 
factors:

The costs of security measures.

GateKeeper increases the security, 
and decreases the complexity of the 

user is no longer in proximity. A user 
does not have to manually lock their 

longer present. This security 

risks to ePHI.

Performance Criteria GateKeeper SolutionKey ActivitySection

164.308(a)(5)

(ii)(C

Security Aware-
ness, Training and  
Tools - Log-in 
Monitoring

discrepancies.
GateKeeper enterprise provides 

events.

164.310(c)
Security

access to authorized users.

GateKeeper provides a mechanism to

164.312(a)(2)(i) Access Control - 
Unique User 

Assign a unique name and/or number for Each GateKeeper token serial number 

164.312(a)

(2)(iii)

Access Control - Implement electronic procedures that

-

user is no longer in proximity.

164.312(b) Audit Controls

systems that contain or use electronic protected health 

164.312(d)

the one claimed.

GateKeeper uses a hardware token 
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