Q GATEKEEPER GateKeeper Proximity

Why Proximity Authentication is Better

The GateKeeper Proximity Difference

PROXIMITY LOCK AND UNLOCK

Login and out seamlessly with your presence.

GATEKEEPER PROXIMITY OTHER METHODS

Other Hardware Tokens
Need to keep plugging in a USB token to
login and have to remove it every time
you leave.

Automatic

Nothing to plug in. As long as you have
your key with you, authentication is auto-
matic. Web passwords auto-fill.

Phone-Based SMS

Must open your phone and type in a
code every time you log in. SMS 2FA is
also open to spoofing attacks.

Wireless

Authentication happens automatically
over the air. GateKeeper also continues
to authenticate even after logging in.

Contactless Login

Keep your gloves, face masks, and PPE gear
on—GateKeeper logs users with their pres-
ence. When you leave, the PC auto-locks.

Biometrics

Requires users to remove gloves and/or
face mask, not PPE-friendly. Biometric
readers for each PC is cost-prohibitive.

RFID Cards

Have to scan a card every time you want to
log in and remember to take it with you.
Scanners are bulky and expensive.

Hands-Free

No need to pull out a card every time you
log in. Log in and out faster than ever. No
tag collisions.

Passwords

People write passwords on Post-its and
spreadsheets. Too much to memorize, time-
consuming, error-prone.

Access any Workstation without Passwords
Login to any computer without having to
memorize or type a single password. No
need to set up at every workstation.

GateKeeper automatically locks when the user walks away.

No unlocked workstations! Impossible with timeout policies.
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